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EDUCATION

Shandong University, Master
2012/09 - 2015/06
Security and Privacy Protection

National University of Singapore,
Invited visiting scholar

2013/10 -2014/05
Model Checking on Security

Shandong University, Bachelor
2008/09 - 2016/06
Computer Science and Technology

AWARD

ID: Zhang Qing & cnwatcher

Acknowledged for 100+ CVE security vulnerabilities
by Google and etc.

2022: 1stin Honor Annual Vulnerability Research;
2023: 2nd place; Overall top ranker.

2016: 1st in Huawei Cloud Service Vulnerability
Research; 2022: 2nd place in Huawei Annual
Research.

2016, 2021-2023: 1st in Meizu Annual Vulnerability
Research; Overall top ranker.

2020: 1stin OnePlus Annual Vulnerability Research.

2018: 1stin OPPO Annual Vulnerability Research
and Double Festival Event.

2017-2018: 1st in SmartOS Public Testing
Vulnerability Research.

2017: Top in Samsung Security Vulnerability
Acknowledgments.

2016: 2nd in Xiaomi Annual Vulnerability Research.

Renowned instructor in Android and Payment
Security at Aichungiu, with over 400K course
enrollments.

PROFESSIONAL EXPERIENCE

Bytedance, Senior Privacy and Security Expert
2019/09

Received 2 individual breakthrough awards and 3
collaborative success awards. Achieved performance
level 'E' twice.

Vulnerability Research:

e Problem Discovery: Conducted mobile security
vulnerability research across all company products,
uncovering hundreds of vulnerabilities, including RCE,
LCE, and account takeovers in many core business
areas.

e Tool Development: Led the development of the first and
second generation mobile vulnerability scanning
engines.

Privacy Red Team + Privacy Technology Group Head:

e Problem Discovery: Led the team in specialized
inspections, discovering thousands of issues.

o Tool Development: Developed an APP privacy
assessment audit platform for monitoring privacy data
lifecycle during APP usage; Apollo Flare for illuminating
APP behavior and network traffic; established a third-
party SDK information collection database. Collaborated
with legal and compliance teams to standardize the
disclosure of third-party SDK data sharing, addressing
incomplete coverage, unclear entry points, complex
versioning, and process closure issues in third-party
SDK privacy analysis.

o Rule Setting: Formulated detailed technical principles
for privacy and security; developed a universal privacy
and compliance technical testing framework, addressing
the inefficiency of checklist-only privacy problem mining
and providing a practical guide for privacy technology
audits.

Tiktok Red Team:

e Specialized in Tiktok privacy and security vulnerability
research; emergency response to external events;
responsible for the security audit of the mobile code for
the Tiktok Transparency Center (TC).

APP Signature Management System Development:

¢ |dentified and addressed security issues in signature
management, driving risk governance, cloud signature
plugin development, signature rotation, external
monitoring, and other signature management security
concerns.

SDLC Lead for Multiple Business Sectors including
Finance, Healthcare, and Social Media for a Period.

Xiaomi, Security Engineer

2017/01-2019/03

e loT and Mobile Vulnerability Research; Account Risk
Control.

o Presentation: Spoke at Hitb2018 and Syscan2018 about
a new approach to vulnerability research transitioning
from quantitative to qualitative change, with a patent.

e Presentation: Hitb2017, on the discovery of 200
Android vulnerabilities.

o Presentation: TOOLS, on Android application security
SDL processes and protection.
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CERTIFICATES

e 2022: IAPP Certified Information Privacy
Professional (FIP).

e 2022: IAPP Certified Information Privacy
Professional/Europe (CIPP/E), specializing in EU
GDPR.

¢ 2021: IAPP Certified Information Privacy
Technologist (CIPT).

e 2011: IBM DB?2 730 Certification; 2009 IBM UML
Modeling Language Certification.

¢ 2010: General Management Capability Level
Certificate.

o Lifetime member of OWASP.

PAPERS AND SPEECHES

Lead Author at a Tier-A Conference, NDSS 2023:
"Post-GDPR Threat Hunting on Android Phones:
Dissecting OS-level Safeguards of User-
unresettable Identifiers."

Blackhat 2023: "Revisiting Stealthy Sensitive
Information Collection from Android Apps."

Huawei 2023: "From Android to HarmonyOS - A
Comprehensive View of Mobile Device Privacy and
Security."

Hitb 2022: "Import Library, Import Liability:
Analyzing Sensitive Information Collection of Third-
party SDKs."

Lead Author at a Tier-A Conference, MobiCom 2022:

"Assessing Certificate Validation User Interfaces of
WPA Supplicants."

BlackHat 2021: "Hey, You, Get off My Private Data:
Do Apps Respect Your Privacy as They Claim?"

Hitb 2021: "Stay Off My Private Data: A Framework
to Examine Mobile App Privacy Claims."

ISC 2021: "A Journey to Find the 'Backdoors': The
Inconsistent Android Permission Authentication
Mechanism."

HITB 2020, Alibaba 2020: "The Secret Codes Tell
the Secrets."

SKILLS

Skilled in Android reverse engineering and
vulnerability research, proficient with tools like JEB,
IDA, and familiar with binary analysis.

Knowledgeable in common web security attacks and
defense strategies, as well as basic web
vulnerability exploitation.

LANGUAGES

CET-6, proficient in listening, speaking, reading, and
writing.

Qihoo 360, Security Engineer(Sepcail Offer)

2015/08 - 2016/12

o Establishment and maintenance of internal Android SDL
(Software Development Lifecycle) and conducting
Android security training within the company.

e Regular security audits of corporate Android products,
establishment of a vulnerability database, and
maintenance of internal APP security.

o Research on 3G/4G network vulnerabilities; Speaker at
Black Hat 2017 on this topic, covering areas such as
EXP writing, scanning, data analysis, and maintaining
internal network security.

o Research on Chrome security. Assisted in the security
audit of 360 OS. Worked on loT security for smart
hardware.

e Led a team to first place in the 40-day Feiyang training,
involving 14 teams (as team leader).

o Handled Android vulnerability response for 360Src.

e Participated in external security emergency response for
several corporate products.

Suzhou Huolian Intelligent Communication Co., Ltd.,
CEO
2014/06 - 2015/08

Founder of the company, our product is a voice-centric
stranger social APP called "Nuanyu." Secured Series A
funding, over ten million in financing.

Nuanyu is a telephone social APP, a thrilling social tool for
young people. It primarily facilitates instant calls to chat
about topics of interest. Users can share life's beautiful
moments through captivating photos and texts, send gifts
to each other, displayed through lovely animations.
Features like "Arrow to the Heart" and chat rooms allow
group chats, games, and private conversations for
interested parties. Nuanyu enables users to make direct
phone calls to new friends from all corners of the world
who share common interests. Users can also earn
"Nuanyu coins" through voice interactions, which can be
exchanged for cash or used to purchase items in the
online store, making it a fun, useful, and exciting social
APP.

Nation University of Singapore, Invited visiting scholar

2013/10-2014/05

e Conducted research on PC and mobile payment security
using the Model Checking method, identifying over a
dozen types of attack methods. Presented a keynote
speech on payment security vulnerability exploration
and protection at the International Advanced
Information Security Conference (Syscan360) in
November 2016.

Beijing iQlYl Company, Business Intelligence

Department (Internship)

2013/05-2013/07

e Participated in iQIYI's 'One Search, Hundred Displays'
precise advertising project, mainly responsible for data
management and data mining. The project involved
obtaining user data from Baidu, mining for user
information to determine gender, age, interests, and
search orientation in the last 30 days, and implementing
targeted ad placements during video playback.

e Responsible for building the data display platform for
the Business Intelligence Department, using
technologies like Hadoop, Python, and Shell.



7=
/B
M zhangqgingsdu@gmail.com

L, +86 19800211550

E® 06/10/1989

& HELEH

WHRKE, it
09/2012 - 06/2015

RERE SRR

MIRE LK, ZBRFE
10/2013 - 05/2014
Model Checking on Security

WHRKE F+
09/2008 - 06/2012
HENBZSRARGETIREZ W

@ RX

o JAIZHEID: cnwatcher, Zhang Qingo
« ARFEFRA R AT CVER 2iRFZEE 100+

« 20225REBEFERESIESE —8,; 202357 B2HF
5’%5@*%?@:%%%; l§\$%%_%o

« 2016 N BARS KR IRREZES —2;
2022F N2 FRIFEE_FR,

« 2016, 2021-2023EEERAZEE—Z; 2
HHT$E—2,

« 2020— I EREEIEE—Ro

. 2018 OPPORFERAIZIREE—R; WIiRFEERD
%‘-_%o

e 2017-2018, SmartOSAINREIZIREE—&.
« 2017E =B RS HE—R,
« 2016/ NKEERBIZRE _Bo

« EEMA B Androidf L2 LHIT, REWF
337&%5(40W+o

onf

S &

« CET-6, MR 5 eI RYFo

=

= IEEm

TEkE), ZRRMNLZEER

09/2019

2R ABBIRIIR , IRIMERRE, 205
Eo

IR iE

- BEAN: ERABREEmNEHRESRE
SIRAMBERR, SFERZZOSZHIRCE.,
LCE. lFPEZEERE.

- TEEE: fhaBois—_—ARERES 122
%o

PRFRAEE R T AR AR/NDAGTEA

- AR wmAEAFEEXOEETm, LMK
T,

- TEEG: BiRAPPRRAATEEHITES, N
APPEF S R RFA SRS sr AR S
Wy FLETERBARE, APPIT AL R=MERE;
= FsdefE RINEEEEE, SESMEMEFH
FEIHEHFIE T = A SDKEIBERZIRBESKAS
X, BA=FSDKRIDHEBEEZFAE. AOF
BA. WRAEXARESR, RIETEAIFRIE-,

- NFIE: ARFIERMRESRARRENAN,; &
SRS ANIRAESE, ##RT F2FARR
R R B checklistiz BB R MAEBIAIER, M
PRFAARAREITE T — e LITHIIE S B,

Tiktok 5 &

- TiktokP2FAFM R EREEE; IMNFEHENS;
RTCEAROEIRABNEEHIT,

APPER BB ASEIR

- RUEZ BB L LRI H A RN LA

BENRnERERIL. ER/RE. IMNPEEE
—RIIEREER LR,

Mz, Efr. #XFSMISH—RIESDLC
2N

INK, 22T i2)M
01/2017 - 03/2019

10T, FHREEZHE, KSXIZ,

jEifk: Hitb2018. Syscan2018iEiH, MEBTEIRE
—MEBREEEA R, BEF,

JEif: Hitb2017 200 AndroidiRIHZHE.

7B TOOLS android i/ F &£ SDLRIZES B,


mailto:zhangqingsdu@gmail.com
tel:+86 19800211550

) IEH

¢ 2022, IAPP EERFAZARER (FIP)

« 2022, IAPP EHIFFMEEF2FAEZK (CIPP/E,
KREEGDPRF5 )

« 2021, IAPP EPRFMEBRFAARESR
(CIPT)

« 2011, IBM DB2 7303AJE; 2009 IBM UMLZEE
BEINIE
. 2010, BABEEIKFFLRLED

« OWASPERERR

g EXHERS HiH

« AETNE—1E NDSS 2023: Post-GDPR Threat
Hunting on Android Phones: Dissecting OS-level
Safeguards of User-unresettable Identifiers

« Blackhat 2023 Revisiting Stealthy Sensitive

Information Collection from Android Apps

« $£59 2023: MAndroidBBER-BohRERIE
EEEN

e Hitb 2022 Import library, import liability:
Analyzing Sensitive Information Collection of
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